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Abstract  
The study considers the different types of servers, their hardware and software as well as the kind of operating system 

they use most frequently. A comparative analysis of the benefits and disadvantages of a local and a production server 

was performed. The profitable and unprofitable decisions were also analyzed for the choice of a server for a web-

oriented system, web software, shops, platforms, forums, etc. A survey was made of the necessary conditions for the 

server storage and maintenance. The aim was to choose the most suitable and safe server for the creation of web 

systems, web applications, corporate websites, web platforms, shops, forums, etc.  

 

 

Practical applications  

Each web project needs a safe server. Finding the appropriate one is not an easy task. The authors have considered 

some opportunities and offered a solution in order to increase safety of the servers and their data. 
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Introduction 
 

The progress in the development of technologies 

leads to people’s increased dependence on them. 

Their presence everywhere is а proof of their wide-

spread use and of the huge amount of data 

accumulated. 

Modern computer systems are more and more 

dependent on efficient and timely support that 

prevents data loss. Confidence and trust are of great 

importance for each network. Problems with the 

system may be expected to arise throughout the 

working process but they can usually be solved and 

eliminated easily, often with the system 

administrators’ help. However, there are more 

complicated cases that consume a lot of time. 

Therefore, this paper focuses on the choice of a 

server and its operating system. A wrong choice can 

stop the server’s work, which could sometimes be 

fatal for the company or the institution that works 

with it.  

The aim of the study was to choose the most suitable 

and safe server for the creation of a web-oriented 

system for control, analysis and management of the 

thermal regimes in canned food production. 

In order to make such a choice, it is necessary to 

consider the following: 

 the different types of servers; 

 the servers’ hardware and software; 

 the operating systems, the server installation 

and configuration under Linux and Windows; 

 the hosting company to be chosen, if at all 

necessary to choose one, and the prices 

thereof 

 Profitable and unprofitable server choices; 

 server protection against unauthorized access; 

 the necessary conditions for the server storage 

and maintenance. 

 

Analysis  
 

Type of servers 

Web activities are complex and various. They are 

performed by special servers in order to meet the 

increasing customers’ needs (Tuzharov, 2008).  

The server types are as follows: 

 Web server; 

 Authorized server (Proxy server); 

 Fax server; 

 Directory server; 

 File server; 

 Print server; 

 DNS server; 

 Еmail server;  

 Other servers. 

The following servers are mainly used for web 

projects: WEB server, DNS server (for domain 

generation), Email server and Data Base server. 

They work in synchrony, and a user has no way of 

understanding when tasks are exchanged between 

them. 

Figure 1 represents an investigation of several web 

servers: Apache, IIS, Lighttpd, Nginix, CWS. It can 

be seen that Apache is the most widely used one, 

which will determine our choice of a web server 

later. 

 

Operating Systems 

The most popular servers work with the Linux and 

Windows operating systems. 

 

Hardware, Software, Storage and Maintenance  

Each server has a hardware with an operating system 

on it. The hardware is stored on special cabinet 

shelves. The server storage conditions should meet 

the TIA569 standard. 

The servers offered by hosting companies are based 

at data centers that have strict storage (Telerik 

Academy, 2012) requirements: 

 fire protection systems; 

 temperature requirements; 

 humidity requirements; 

 standby power supply; 

 several processors, duplicated disks (RAID) 

and web cards; 

 twenty-four-hour staff; 

 at least two independent internet suppliers; 

 video supervision and access control.  

 certified hardware; 

 certified software; 

 the n+1principle. 

All the above mentioned requirements are necessary 

in order to avoid the main risks involved in 

equipment maintenance.  

There are also some minimal and recommended 

system characteristics in order to choose an average 

comparatively accessible variant of the server’s 

machine (Kolisnichenko, 2017): 

 Minimal characteristics: -Intel Xeon E3-

1225 V3 3.2CHz/5/8 processor, 8 GB 

operating memory, 2 TB hard disk 

 Recommended characteristics: Intel Xeon 

E5-2660 V2 2.2CHz/25MB, 16 GB operating 



НАУЧНИ ТРУДОВЕ НА 

УНИВЕРСИТЕТ ПО ХРАНИТЕЛНИ 

ТЕХНОЛОГИИ - ПЛОВДИВ 

2017 г. 
ТОМ 64, КНИЖКА 1 

 SCIENTIFIC WORKS OF 

UNIVERSITY OF FOOD  

TECHNOLOGIES 

2017 

VOLUME 64 ISSUE 1 

 

 

 
 

174 

 

 memory, 2 X 2 TB hard disk. 

The following three things are needed for the 

creation of a web server on a PC:  

 An Apache HTTP Server;  

 MySQL data base; 

 Instrumentation toolkit for writing using PHP, 

PEARL and other working languages. 

A lot of time and good knowledge of the settings are 

needed to install these components (Pikandeeweb, 

2014). There are however more rapid installation 

and configuration solutions that use the following 

platforms:  

 

 
 

 Lamp for Linux; 

 Wamp for Windows; 

 Mamp for Mac OS X; 

 XAMPP for all operating systems. 

Figures 2 and 3 represent a survey on the platforms 

that are most widely used in the world and in 

Bulgaria. 

 

Which ones are the most widely used? 

 

Benefits and disadvantages of a local and a 

production server.  

The more important question here is: Why are 

hosting companies preferred for web projects 

instead of the creation of an individual’s own server? 

In the literature studied, there were no specific 

answers. Hence, a comparative analysis of the 

benefits and disadvantages of a local and a 

production server was made (Tables 1 and 2). The 

profitable and unprofitable decisions were also 

analyzed. 

 

Hosting Companies, Prices 

Fig. 4 represents an analysis of some real hosting 

companies that offer servers and domains for rent for 

a given period. The data were obtained through 

mathematical statistical research of four companies 

offering three base packages. The server’s space, 

power and visitors’ volume are different for each 

package. The bigger the package, the better the 

server’s characteristics, parameters and possibilities.  

Аs seen in Figure 4, the average annual cost of a 

hosting service base package is 70 lv. The respective 

monthly average cost is 5.83 lv. For domains, the 

average monthly cost varies from 2 lv to 6 lv. An 

average of 10 lv monthly are needed for a small 

project to be placed on another server.  

It is interesting to mention that in Bulgaria, a domain 

can be kept for a maximum of ten years, whereas in 

America the period is 100 years. 

 

Server protection against unauthorized access  

There are different means of protection, and SSL 

certificates are one of them. SSL (Secure Socket 

Layer) is a protocol that provides an encrypted 

connection between a server (a website) and a 

browser (an user)  (SuperHosting.BG , 2016) . The 

information transmitted through such a connection 

is protected against unauthorized access and use. 

Websites with SSL certificates have the letter S after 

http in the browser. For example: https.my-

domain.com. In accordance with our project’s aim, 

we used this type of protection, too. 

 

The Experiment Settings 

We will create a PC server and analyze the 

possibility of providing the production server 

storage and maintenance conditions that meet the 

compulsory standard TIA569.  

 

Discussion 
 

As shown in practice, web programmers create a PC 

server in order to develop their web projects. After 

that, programmers transfer their data through an FTP 

(File Transfer Protocol) onto a hosting company 

server, where the web project becomes public in 

most cases i.e. visible by the whole world. 

 After the creation of a person’s server, it is 

possible to make its content public, visible, 

but this is recommended only if all the 

necessary conditions can be ensured.  

 If it is not possible to meet all the conditions, 

then the data safety is not guaranteed and they 

can be lost. 

Therefore, the project may be implemented in 

reverse order, i.e.: 

1. Create the project on a data center server; 
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2. Transfer the working variant and the archive 

onto the local server.  

3. Record the entire database on an independent 

external disk on a daily basis.  

This variant is preferable because hosting companies 

protect their servers against unauthorized access. 

They also use safe operating systems and modern 

protection 24/7/365. Using their services, 

developers are relieved of some responsibilities in 

the administration and maintenance of the server and 

can concentrate on the improvement, maintenance 

and upgrade of the web project.  

For the purposes of this project, XAMPP for 

Windows was first chosen to be used for PC 

installation Rashidov (2012). The data safety is very 

important; however it is known that XAMPP is 

characterized with a low level of protection of its 

components Rashidov (2012), since it is designed 

for developers. Hence, the lack of good protection 

may prove fatal. So after analysis of the platform, 

another operating system, Linux, using the Lamp 

platform was chosen. Hosting companies work 

mainly with Linux. Most personal users however use 

Windows, so if it is necessary to move to a safer 

operating system, training is needed for work with 

it, or an administrator may be hired. According to 

some studies Garnie (2004). Linux is an operating 

system that, although not 100% safe, is close to this 

percentage. It is interesting that under this operating 

system, viruses are very rare; even if there is one, it 

can be quickly eliminated. Therefore Linux was 

chosen for this project. 

 

Conclusion 
 

As a result of the conducted research and analysis, 

the conclusion could be drawn that in order to 

develop a safe and protected server, the following 

components need to be chosen: 

1. A Linux operating system;  

2. A server rented from a data center; 

3. An Apache Web server ; 

4. An SSL certificate; 

5. The last versions of all platforms, protocols, 

etc.  

For increased safety of this and other projects, it 

should initially be created on a hosting company 

server, and then moved onto a local server. 
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Figure 1. Research on the most widely used webservers 

 

 

 
 

Figure 2. A comparative study of the webserver platforms searched, used and downloaded for a                        

one-year period (01.07.2016 - 01.07.2017) 
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Figure 3. A comparative study of the webserver platforms searched, used and downloaded for five 

years period (01.07.2012 - 01.07.2017) in Bulgaria and in the world 

 

 

 

 

 
 

Figure 4. Comparative analysis of four hosting companies’ costs for three base packages 
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Table 1. Benefits and disadvantages of a hosting company server 
 
 

Benefits  Disadvantages 

Linux operating system requirements 

The virus problems are rare. 

Constant monitoring of all net components. 

With the purchase of a hosting plan one also 

receives all the components needed for a server. 

 Apache HTTP Server;  

 MySQL data base; 

 Instrumentation toolkit for writing on PHP, 

PEARL. 

Windows operating system requirements: 

Certificates have to be paid for: 

 Working with Windows. 

 Antivirus programs. 

 Most of the software for creating a Windows 

hosting plan (ASP.Net) 

That is why the Windows hosting in most cases is 

more expensive than the Linux hosting and cannot 

offer the same parameters and nonpaid extras 

(ICN.Bg, 2017).  

The web projects are save in the data centers where 

an uninterrupted process is guaranteed as well as 

access to them.  

Financial planning is required to ensure the 

conditions of a data center. 

 

24-hour technical support: there is no need of 

professional skills for the server maintenance. 

No 24-hour technical support can be provided by 

one person 

Quick installation instruments for many CMS 

systems and libraries, Perl systems and JavaScript 

libraries. 

Some CMS systems and libraries and applications 

that are presented for free by hosting companies 

require a license that is required to pay if we use 

them on our own server. 

SSL certificates protection, 

Systematic and regular backup on external disks,  

Large disk space availability,  

Lost information recovery through backup. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://help.superhosting.bg/perl.html
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Table 2. Benefits and disadvantages of a local server 
 
 

Benefits Disadvantages 

One’s PC web server is like a test server where one 

can see the work on a web project in a real 

environment. 

Windows operating system requirements: 

Certificates have to be paid for: 

 Working with Windows. 

 Antivirus programs. 

 Most of the software for creating a Windows 

hosting plan (ASP.Net) 

Using Linux demands training for work with it or 

hiring an administrator. In both cases financial 

planning is needed. . 

An old computer can be used, and old Linux 

distribution can be installed.  

The releasing capacity of the old disks is low so 

they cannot use the modern higher speed internet. 

An old computer cannot cope with the traffic 

caching in a small net. 

XAMPP has a low component protection rate. 

The lack of enough safety can be fatal for a 

working project. 

24-hour technical support cannot be provided by 

one person.  

Although a lot of the software used in the web 

hosting is with an open code, this is not valid for all 

of it. One of the best examples for this is the most 

popular control panel for the management of your 

web site hosting account: cPanel. cPanel is 

completely free for all clients of shared hosting 

plans. 

cPanel is a patented software that should be 

licensed and paid for. 

There is no need to use a powerful computer for the 

webserver. 

Enough disk space should be provided for all the 

data kept. 

 Expensive hardware equipment that becomes 

outdated quickly. The IT infrastructure 

maintenance and operation are also expensive. 

 А PC cannot cope with a lot of users at once, i.e. 

with simultaneous connections. 

If many users try to download your site, your 

machine and internet connection will reach their 

limit and the site will stop working. 

 Some CMS (Content Management System) that 

are provided by the hosting companies without 

payment require a license that should be 

purchased in case they are used on a person’ web 

server. 

 

 

 


